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Background of RSA 189:66 -189:68a (HB1612)

ŽHouse Bill 1612 passed in June 2018

■NH DOE uses FERPA, CIPA, and COPPA as 
guidelines to develop the following:

Become fully compliant within a four year period

Data privacy for students and staff

Developing, maintaining, and enforcing data 
security standards throughout the Nashua School 
District (ñthe Districtò)

Data Governance Plan - this is a living document



Federal Regulatory Compliance

ŽChildrenôs Internet Protection Act (CIPA)

ŽChildrenôs Online Privacy Protection Act (COPPA)

ŽFamily Educational Rights and Privacy Act (FERPA)

ŽHealth Insurance Portability and Accountability Act 

https://www.fcc.gov/consumers/guides/childrens-internet-protection-act
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children%27s-privacy
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://www.hhs.gov/hipaa/index.html
https://www.pcisecuritystandards.org/
https://www2.ed.gov/policy/gen/guid/fpco/ppra/parents.html
https://sites.ed.gov/idea/


http://www.gencourt.state.nh.us/rsa/html/XV/189/189-65.htm
http://www.gencourt.state.nh.us/rsa/html/XV/189/189-66.htm
http://www.gencourt.state.nh.us/rsa/html/XV/189/189-67.htm
http://www.gencourt.state.nh.us/rsa/html/XV/189/189-68.htm
http://www.gencourt.state.nh.us/rsa/html/XV/189/189-68-a.htm
https://www.education.nh.gov/data/documents/minimum-standards-privacy.pdf
http://www.gencourt.state.nh.us/rsa/html/xxxi/359-c/359-c-19.htm
http://www.gencourt.state.nh.us/rsa/html/xxxi/359-c/359-c-20.htm
http://www.gencourt.state.nh.us/rsa/html/xxxi/359-c/359-c-21.htm




What is PII?

Examples of PII include, but are not limited to:

■ Name: full name, maiden name, mother’s maiden name, or alias

■ Personal identification numbers: social security number (SSN), passport 

number, driver’s license number, taxpayer identification number, patient 

identification number, financial account number, or credit card number

■ Personal address information: street address, or email address

■ Personal telephone numbers

■ Biometric data: retina scans, voice signatures, or facial geometry

■ Information identifying personally owned property: VIN number or title 

number





Change of Culture 

ŽThe spirit of the law requires more restrictive access 

■Safeguard for students and employees

ŽThe District will comply with the standards under the 
law

ŽFostering Digital Citizenship

ŽAccountability





Ž Collect, vet, and inventory all applications, digital tools, and 
extensions used throughout the District

Ž Re-examine digital and physical data destruction policy

Ž Improve IT network and systems to reflect security audit and NIST 

Ž Vet all applications and create Data Privacy Agreementôs (DPA) 
with vendors through Education Framework (see example).

Ž Form a Digital Security Awareness Committee to achieve the 
following:

■ Foster a culture of security and privacy

■ Disseminate best security practices through training and 
articles

■ Review Data Governance Plan annually

Goals - now to end of SY 19-20





Ž Recompose and rebrand the Responsible User Guide (RUG)

Ž Publish IT Security and Privacy page on the new website

Ž Further refine the process for requesting applications, digital 
tools, and extensions

Ž Revise and annually present Data Governance Plan to the 
Nashua Board of Education

Ž Provide on/off-boarding training for employees

Ž Conduct security audit bi-annually

Goals - beyond 2020


